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1. [INTRODUCTION : POLITICAL AND LEGAL C ONTEXT

This Impact Assessment accompanies the proposal for a Regulation of the European Parliament
and of the Councilon daa governance. It is the first of a set of measures announced in the 2020
European Strategy for D&tal'he instrument aims to stimulate the availability of data for use and

to strengthen data governance mechanisms in the EU. It would facilitate the fglktuiztions:

1 the sharing of data among businesses, against remuneration or because of other benefits
they derive from sharing;

1 making public sector data available for reuse, in situations where such data is subject to
the rights of others

7 allowingtheeuse of personal data with the help
help individuals exercise their rights under the General Data Protection Regulation
(GDPR);

1 making data reusable for altruistic purposes.

1.1Technological, economic and societal corte
An evolving technological landscape

In our increasingly connected world, more and more data is being generated, originating in
factories or on farms, in cars or household appliances. The availability of such data is a critical
enabler for datariven innovation, including the developmentrobre personalised and cheaper
products, not least using artificial intelligence (Al) and related technologies.

Europe has missed the first wave of innovation based on data, mainly data collected from
individuals over the Web 2.0. But a second wave of vation is emerging from objects
connected to the Internef-Things (IoT). It is expected that the volume of data produced
annually in the world will grow from the 33 zettabytes in 2018 to 175 zettabytes b{. 2025
European Strategy for Data indicatdmtt opportunities arise both from the increasing data
volumes that are generated in fields in which the EU has a strong basis (such as manufacturing)
and the changing technological landscape for data use will offer opportunities for European
companies intte data economy.

The importance of data for the economy

In her 2020 State of the Union address, Presi
[ é] would be a powerf ul engine for i nnovati
InternationalData Corporation (IDC) for the European Commission, the data economy was

! The final form of the legal act will be determined by the content of the instrument.
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*fbata the use of which is dependent on the rights of
might be subject to data protection legislation, intellectual property, or contain trade secrets or other commercially
sensitive information.

“ Reinsel D., Gantz J., and Rydning J., (20T8)e Digitization of the World. From Edge to Cphaternational Data
Corporation White Paper No. US44413318.


https://ec.europa.eu/info/sites/info/files/communication-european-strategy-data-19feb2020_en.pdf
https://www.idc.com/getdoc.jsp?containerId=prUS45213219

estimated to be worth over EUR 324.86 billion at the end of 20&9resenting 2.6% of the
Gross Domestic Product (GDP) of the 2@. The slowdown caused by the COVID crisis in
2020 is expected to be followed by a rebound.

Data is the basis for new digital products and services. It is essential for training Al systems. An
example is the seffriving car: in addition to the data generated by the car itself, additional third
party dah are required for this type of systéonoperate securely, irrespective of weather
conditions, visibility or roagsurface quality, Moreover, the use of data drives productivity and
resource efficiency gains across all sectors of the economy. Reseattvh Oyganization for
Economic Cooperation and Development (OECD) suggests that companies that invest in data
driven innovation and data analytics exhibit faster productivity growth than those that do not by
approximately 5% to 10%

Data is a critical resurce for startups and SMEs, in particular as a business can be set up with
very low initial capital. Over 99% of data supplier companies and over 98.8% of data user
companies in the EU are SMESome 85% of new jobs created in the data economy over the
last years have been created by SMEs

Some 93% of the EU executives surveyed in a recent study by McKinsey believe that better
access to data would be important to their organisation (with approximately 40% designating this

as very important). More than &would be willing to share their data if they either received
access to similar data from competitors in return or were paid for th¥.daia important to

note that the term O6data sharingd doelshutnot i
may include situations of data exchanged against reward.

Societal impact of data

A better use of data can lead to improvements in health anebeiath, a better environment,
strengthened climate action, more efficient public services and safetis®cAs demonstrated
during the COVID19 crisis, data is an essential asset for tackling emergencies such as
pandemics. More generally, in the health sector, data can help develop better and more
personalised treatments. McKinsey estimates that dataligitel technologies could lead to
savings of approximately EUR 12illion a year in the EU health sector.

In the mobility sector, as wel |l as saving mc
time'?, up to EUR 20 billion a year could be savadabour costs of car drivers thanks, amongst

® European Commissip (2020a).Final Study Report of the Updated European Data Market StSH§ART
2016/0063.

® OECD (2019) Enhancing Access to and Sharing of Data: Reconciling Risks and Benefits for Dase Beross
SocietiesOECD Publishing, Paris.

" OECD (2015)Data-driven innovation: kg data for growth and webeing OECD Publishing, Paris.

8 European Commission (2020&Jinal Study Report of the Updated European Data Market StS88ART
2016/0063.

° European Commissiontrepreneurship and Small and medisired enterprises (SMES)

9 Eyropean Commission (202®haping the digital transformation in Eurgpstudy prepared by McKinsey.

" McKinsey (2020) Shaping the digital transformation in Eurape

12 Huyer E. (2020)The economic impact of open data: opportunities for value creation in EuEapepean Data
Portal Study.


http://datalandscape.eu/study-reports
https://www.oecd.org/sti/enhancing-access-to-and-sharing-of-data-276aaca8-en.htm
https://www.oecd.org/sti/enhancing-access-to-and-sharing-of-data-276aaca8-en.htm
https://www.oecd.org/sti/data-driven-innovation-9789264229358-en.htm
http://datalandscape.eu/study-reports
https://ec.europa.eu/growth/smes_en
https://ec.europa.eu/digital-single-market/en/news/commission-publishes-analysis-macro-economic-potential-digital-transformation-independent
https://www.europeandataportal.eu/sites/default/files/the-economic-impact-of-open-data.pdf

others, to reafime navigation that reduces time stuck in traffidn turn, this has benefits in
terms of tackling climate change, due to reduced €fiissions and air pollution.

Data is also at the core tiie open marketplaces that facilitate the collaborative or sharing
economy. An example of such marketplaceBasvex”, which acts as orchestrator between data
holders and data users and facilitates the exchange of data between companies and organizations.
It is estimated that this saves up to 7% of household budget spending and reduces waste by
20%",

1.2 Political context

Al ready in March 2019, t he Eurtleeped aaeeds@ogon c i |
further in developing a competitive, secure, inatasand ethical digital economy with world

class connectivity. Special emphasis should be placed on access to, sharing of and use of data,
on data security and o¥. Al, in an environment

The European Strategy for Data of 19 February 2020 resgotwlesuch political calls to
strengthen Europeds ©positi on -drivembnadvdtion. by ma
particular, it calls for the creation of common European data spaces.

In its conclusions of 2 October 2020the European Council welcomhéhe data strategy. It
stressed the need to make haghality data more readily available and to promote and enable
better sharing and pooling of data, as well as interoperability. It also welcomed the creation of
common European data spaces in strategitors.

The role of common European data spaces

The European Strategy for Data proposes to establish semtolomainspecific data spaces, as
the concrete arrangements in which data sharing and/or data pooling can happen beygnd one
single Member StateA common European data space will be composed of a secure IT
environment for processing of data by an open number of organisations, and a set of fules of
legislative, administrative and contractual nature that determine the rights of access to and
procesing of the data. Data will be made available on a voluntary basis and can be reused
against remuneration or for free, depending c

The present instrument proposes averarching framework encompassing horizontal
measuregelevant for all common European data spacekhe framework will leave room for
sectorspecific rules, governance mechanisms and standards where relevant. The objectiye of the
initiative is not to create the common European data spaces by law, but tocentiesir
development by strengthening trust in data sharing and in data intermediaries.

3 1dem.

4 See Dawexvebsitefor more info.

!> Rademaekers ket al.(2017).Environmental potential of the collaborative econgiEyropean Commission.
'® Council of the European UnidBonclusiong22 March 2019).

" Council of the European UnidBonclusiong2 October 2020).


https://www.dawex.com/en/about/
https://ec.europa.eu/environment/enveco/studies.htm
https://www.consilium.europa.eu/media/38789/22-euco-final-conclusions-en.pdf
https://www.consilium.europa.eu/media/45910/021020-euco-final-conclusions.pdf

The European Strategy for Data was welcomed by the Member States in the Council

Conclusions of 9 June 2020. T h ¢éoypreserd tohceete o n
proposals on data governance and to encourage the development of common European data
spaces for strategic sectors of the industry

In his opinion on the Data Strategy, the European Data Protection Supervisor (EDP$)eohderl

the political rel evance of wor kadnenofthetobjectavesd s ¢
of the Data Strategy should be to prove the viability and sustainability of an alternative data
economy model open, fair and democratic. Unlike the curtggredominant business model,
characterised by unprecedented concentration of data in a handful of powerful players, as well

as pervasive tracking, the European data space should serve as an example of transparency,
effective accountability and proper balge between the interests of the individual data subjects

and the shared interst of the society as a \V

As stated by President von der Leyen in her
the way on digital or it will have to follow theway of others, who are setting these standards

for us. 06 The EU must seize the opportunity ¢
forefront of the second wave of innovation based on data. This urgency is confirmed by the
COVID-19 crisis, whichhas demonstrated the importance of data for an effective response to a
global health crisis. Effective responses can only be identified if as much evidence (data) is
available as possible to test out as many hypotheses as possible.

This was the essencerfexample of the Exscalate4COV initiatieln the initiative, an ad
hoc consortium of 18 partner organisations tested available molecules witHikdrug
properties in order to identify new treatments against CQYADThey have been able to
identify seveal molecules for treatment against the virus that are now being tested in ¢linical

trials. This was only made possible begrause
on these molecules to European research centres. In the absence of establisissdgfor
the sharing of such data, it took 3 months to obtain it.

It is also essential that the EU acts quickly because data will play a key role in the economic
recovery, not least because of its importance for small and mesitngah enterprises (SMEahd
startups. The Communication O6Europeds mmoment:
gives a prominent place to measures that accelerate the development of the data economy,
including legislative action on data sharing and governance, whitle isubject of this impact
assessment.

'8 Councl of the European Unio@onclusiong9 June 2020).

9 European Data Protection Supervisor (2020)inion 03/2020 on the European strategy for data
2 Exscalate4COWebpage

2L COM(2020) 456inal.


https://data.consilium.europa.eu/doc/document/ST-8711-2020-INIT/en/pdf
https://edps.europa.eu/sites/edp/files/publication/20-06-16_opinion_data_strategy_en.pdf
https://www.exscalate4cov.eu/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2020:456:FIN

1.3 Legal context

1.3.1 Horizontal legislation

The current initiative covers different types of data intermediaries, handling both personal and
non-personal data. Therefore, the interplay with the legislatiopeysonal data is particularly
important. With the General Data Protection Regulafiand ePrivacy Directivd, the EU has

put in place a solid and trusted legal framework for the protection of personal data and a standard
for the world. The legislative frmaework for the common data spaces would work within the
rules of the existing legislation on the protection of personal data. In particular, it would remain
the responsibility of each party to identify the suitable legal basis for the processing of Ipersona
data within a common European data space.

The proposal will build on the mechanisms present in the existing legislation, in particular the
portability right under Article 20 GDPR, that give individuals more control over how their data is
used. Article P of the GDPR gives data subjects the right to move their data (e.g. their social
media data, mobility or health data) to another service, or to allow a third party to access that
data. This right has a strong potential for reuse of personal data, aedeaimongst others, in

the report on competition policy and the digital era prepared for Commissioner Vestager in
2019 Additionally, this right would give individuals the possibility to make some of their data,
such as their mobility or health dataa#dable for the common good, if they wish to do so.

Similarly, the initiative would not amend existing competition law provisions, and would be
designed in full compliance with Articles 101 and 102 of the Treaty on the Functioning of the
European UnionTFEU), which prohibit antcompetitive agreements and the abuse of dominant
market power, respectively.

The initiative would also be in full compl i ar
the multilateral agreements in the World Trade Oiggtion and in its regional trade agreements.

The current proposal would complement igective on open data and the reuse of public
sectorinformation (Open Data Directivéj. The Open Data Directive deals with data for which
public sector bodies have all the relevant rights. It does not, however, cover public sector data
subject to the rights of others (e.g. personal data, data proteciet@lctual property rights or

trade secrets). Due to these third party rights, such data cannot be made available as open data,
i.e. with as little usage restrictions as possible. By facilitating the secure access to such datasets,
this proposal encourag the exploitation of data whose reuse is not regulated by the existing
Directive. As a consequence, the Implementing Act on Niglue Datasets under the Open

Data Directive, which is expected to be adopted in Z0)2iill also be fully complementary with

this initiative.

20J L 119, 4.5.20160. 1-88.

#0J L 201, 31.7.20Q0%. 3747.

4 Crémer J., de Montjoye YA. ard Schweitzer H. (2019 ompetition policy for the digital er&eport prepared
for Commissioner Vestager.

0J L 172, 26.6.2019, p. 583.
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https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1561563110433&uri=CELEX:32019L1024
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1561563110433&uri=CELEX:32019L1024
https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32002L0058
https://ec.europa.eu/competition/publications/reports/kd0419345enn.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0066

1.3.2 Sectoral legislation

Sectorspecific legislation on data access is in place to address identified market failures in fields
such as automotivé payment service providéfs smart metering informatidf) electricity
network dat&’, intelligent transport systerflsand electronic freight transport informatfénThe

legal instrument for the common European data spaces would support the use of data made
available under such rules without altering them or creating new sectoral obligations.

1.3.3 Relationship with other planned initiatives

The current legislative initiative has logical and coherent links with the other initiatives
announced in the European Strategy for Data. It aims at improving voluntary data sharing within
and across commdauropean data spaces. This would be achieved by supporting the emergence
of data intermediaries that could organise data spaces as trusted third parties and provide relevant
technologies. In addition, it would support the development of technical anidskagaards

relating to the means of the data exchange which, in turn, will enhance trust in data sharing.

The current initiative is a first step in the tstep approach announced in the European Strategy

for Data. The initiative will address the urgemed to facilitate data sharing through an enabling
governance framework. In a second step, the Commission will address issues about who controls
or o6owns6 the dat a, i . e. the materi al rights
circumstances. Thintroduction of such rights will be examined in the context ofthta Act

(202173 Diverging interests of the stakeholders and different views on what is fair in this
respect make these issues subject to intense debate, which warrants taking more time.

While offering an alternative model to the data handling practices of the Big Tech platforms, the
current legislative initiative is also clearly distinct from Digital Market Act (DMA) and the

Digital Services Act(DSA). The DMA, foreseen for Q4 202®;ll combine two elements to
ensure the proper functioning of the internal market by promoting effective competition in digital
markets: (i) a set of cleat prohibitions and obligations to address known unfair practices of
online platforms with a gatekping role, resulting from, among other factors, their control of
large amounts of data; and (i) a market investigation regime which would allow tackling
existing and emerging market failures in digital markets, including in relation to data access and
use. The DSA, also foreseen for Q4 20#@ends to clarify the responsibilities and obligations

of digital services, and in particular online platforms, based on, amongst other elements, an
evaluation of the-€ommerce Directive.

The interplay with the othienitiatives announced in the Data Strategy is illustrated in the image
below:

*’0J L 188 18.7.200%. 1 as amended I6§J L 151, 14.6.2018, p. 1
20J L 337, 23.12.201%. 35127.

220J L 158, 14.6.201%. 125199;0J L 211, 14.8.20Q%. 94136.
%90J L 220, 25.8.201,p. 1-120;0J L 113, 1.5.201%. 1326.

1 0J L 207, 6.8.201(p. +13.

320J L 249, 31.7.2020, p. B33
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32015R0703
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32010L0040
https://eur-lex.europa.eu/eli/reg/2020/1056/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0066

Overview of
data actions

What data are we
talking about?

Who holds
such data?

[D] [H] [A]

Dage;pzazes ID] by [H] Public secter, [Al
legislative made available by business,
framework dats holders. indrviduals,

researchers

Darta: a key element of Big Tech’s marker power

Market T .
ins“m Dta held by online Online platforms
under Digital Flstforms originsting
Services Act from the users (both
package businesses and individuals)

High quality government data for SMEs & innovation
[A]

a1 21

[D] “High valug’ Open IH] Public sector

Implementing
Act under Gowvernment Data
Open Data {core reference
Directive data)

2021
Data Act

[D] Co-generated, loT data [H] Business
from industry and
individuals, Big Data
sources held by business.

[A]

What policy
intervention?

Good governance of common European data spaces Cannot wait

Make such dats easier to share in & controlled manner
(technical, legal and with oroanisstional support);
Busld trust in common Europesan dats spaces;

Ensure data interoperability across sectors

Among other policy options,
identify appropriate data access
and data portability remedies

Make such data
available for re-use
free of charge

Betrer access to and control over data for a fair data economy

Ensure flexible use of Big Data sources by government for
the common good; Establish faimess in use of co-
generated, loT dats; Make sure that Europeans stay in
control over thair data vis-&-vis third country jurisdictions;
Examine |PR legislstion for possible obstacles

Overview of envisaged data actions. Source: European Commission

The European Strategy for Data also proposes the creation of sectoral data spaces in areas such
as mobility ad health, and announces segpecific initiatives, including legislative action for

the specific sectors. The Commission is, for example, working on a review of the current EU
type approval legislation for motor vehicles. The initiative aims at enstaingnd safe access

to vehicle data and ultimately to offer better access
initiative is envisaged for 2021.

to more services based on car data. This

The image below shows the interplay of the horizontal framework with the sectoral initiatives.

Interplay of the horizontal framework and the sectoral European data spaces
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Source:European Commission

The development of common European data spaces will be supported financially under the
Digital Europe programme and the Connecting Europe F&cilitye current legislative initiative
and the financing from these programmes will muyuadinforce each other.

2. PROBLEM DEFINITION

European data governance: Problem tree
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Source: European Commission

2.1. Whatis the problem?

As described in Chapter 1, the economic and societal potential of data use is enormous, in terms
of new products and services based on novel technologies, more efficient production, and tools
for combatting societal challengekhe problem that this initiative addresses is that this potential

is not realised due to limited data sharing in the Blhumber 6 obstacles (low trust in data
sharing, issues related to the reuse of public sector data and data collection for the common good,
technical obstacles) stand in the way of data sharing becoming more prevalent. These problem
drivers are described in sectir®.

The importance of data sharing

In order to leverage the value of data in the economy and society, more economic operators and
organisations promoting societal interests need to be able to use data. This will include data held
by others, as it is natostefficient if every company or organisation collects similar or even
identical data in parallel to others. Digital data can be copied at virtually no cost, and can be used
simultaneously by different actors for an unlimited numbers of times. Thesacthéstics
distinguish data from traditional economic resources. In order to harness such potential, more
data needs to be shared among operators and organisations, including against monetary and other
rewards, to have a sufficient amount of data avaldbi innovation in the market. Given the



fact that the availability of resources feeding d#igen innovation benefits the entirety of the
datadriven economy in the EU, the socioeconomic benefits will positively impact all the vertical
sectors directlypr indirectly linked to the evegrowing EU data economy.

According to the OECD, data access and reuse could generate social and economic benefits
worth up to 1.5% of GDP in the case of publicly held data, and between 1% and 2.5% of GDP
when also includig privately held daf4 Data access and sharing can increase the value of data

to holders (direct impact), but it can also help create 10 to 20 times more value for data users
(indirect impact), and 20 to 50 times more value for the wider economy aretys@oduced
impact)®.

An unfulfilled potential

Difficulties in accessing and using data held by others have been reported repeatedly. According
to the OECD, o6individuals, businesses, and gc¢
maybec o mpounded by r%luctance to shareb

In the recent public online consultation on the Data Strategy, almost 80% of companies reported
problems in data access. When asked about the nature of such difficulties, 72.1% of these
companies r e p o rette telatingt te bdthn data anteroparabjity and transfer
mechani smsé and 43.5% the O6i mpossibility to
possible). Other issues relate to outright denial of data access (65%) or prohibitive prices or other
conditions (41.7%). This suggests that technical difficulties are an important barrier to data
sharing.

A 2018 report by Deloit¥ highlights the considerable potential for increasing the level of data
sharing, in particular of machirgenerated nepersmal data, in Europe over the next decade.
The report suggests that only between 43% and 58% of the potential of data sharing along a
value chain is realised and only 20% and 40% of the potential of sharing betweer’sadiers
report estimates that leveiag this potential would create, in monetary terms, EUR 35 billion of
value in agriculture by raising yields; reduce costs from road vehicle damage, maintenance and
repairs by EUR 40 billion; and generate efficiencies in resource management and pneyent dr
counterfeiting in the healthcare sector, saving EUR 14 billion. It could create as much as EUR
1.3 trillion of value in manufacturing by improving productivity by 2027. The untapped potential

of data sharing is confirmed by a recent study on ecosysfemssing on health, construction

and automotive and mobility) carried out by McKin¥ey

% OECD (2019) Enhancing Access to and Sharing of Data: Reconciling Risks and Benefits for Dasa Reross
SocietiesOECD Publishing, Paris.

% 1dem.

*1dem.

3" Deloitte (20.8). Realising the economic potential of machgenerated, noersonal data in the E\Report for
Vodafone Group.

% Horizontal data sharing is defined as sharing between organisations involved in the same commercial or non
commercial point of the value chain, e.g. businesses selling the same product in the same market place. Vertical data
sharing is defined as sharirngetween organisations who have a customer or supplier relationship, directly or
indirectly.

%9 McKinsey (2020)Shaping the digital transformation in Eurape


https://www.oecd.org/sti/enhancing-access-to-and-sharing-of-data-276aaca8-en.htm
https://www.oecd.org/sti/enhancing-access-to-and-sharing-of-data-276aaca8-en.htm
https://www.vodafone.com/content/dam/vodcom/files/public-policy/Realising_the_potential_of_IoT_data_report_for_Vodafone.pdf
https://ec.europa.eu/digital-single-market/en/news/commission-publishes-analysis-macro-economic-potential-digital-transformation-independent

Why would companies and individuals share their data?

What are the incentives for companies to share their data? Direct monetisation is currently not
the main reasoifor data sharing. Respondents to a survey conducted bylitherechnology
Reviewindicate that data sharing helps to obtain greater speed and visibility across supply
chains, and to support faster and more innovative product develdfmimentives for
companies to share data include increased access to data of other contributors in exchange for
giving access to their own data, analytical results derived from the shared data, the availability of
services such as predictive maintenance services or licerse ds well as reduced time and
costs of product marketing.

Figure 8: What would be the greatest benefits of sharing data with companies in your own or
adjacent industries? (% of respondents)

56% 42% 38%

Greater speed and New or enhanced More efficient Cybersecurity or
visibility across customer services or innovative prevention of fraud
supply chains and experiences manufacturing

Source: MIT Technology Review Insights survey, 2020

The incentive for individuals to share data can vary. It can come from the wish to contribute to
research on rare diseases or to make local transport more efficient (in the case of dad. altruis
It can also be driven by possibilities to obtain better advice on their personal situation or more
personalised or cheaper services in exchange for the use of the data.

The role of platforms in the data economy

The consumeoriented data economy has/@n rise to the development of intermediaries that
cover the entire value chain, from data collection (collection through websites, smartphones or
connected objects such as thermostats) to storage and processing (cloud infrastructures) and
services. Thidas led to economies of scope and scale in terms of data (i.e. the capacity to not
only have large volumes of data at their disposal but also data on a variety of human activities),
resulting in huge advantages in rolling out additional -datzen servics, including in the field

of Al

As European industry begins to interconnect factories, suppliers and other business partners and
clients, to deliver better, more personalised products in a more efficient (and thus cheaper)
manner, questions related toetlrganisation of such data flows arise. According to many
bilateral interactions with stakeholders, there is a high level of distrust in integrated tech service
providers as platforms for industrial data exchange. Large players like Airbus, Siemens, GE or
MAN therefore sometimes opt for creating their own platforms. However, these can be exposed
to similar criticism from their business partners (notably SMEs, but also suppliers), who may be
in a weaker bargaining position to determine data use by suébrpiat

40 McCauley D. (2020)The global Al agendaMIT Technology Review Insights.
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The current initiative thus represents an important first step in creating a new model for the data
economy. This has the potential to meet new market demands and allow the EU to become more
competitive in the datdriven world economy, while maiining its data sovereignty and its full
compliance with its international obligations in trade agreements. Such a model is necessary as
an alternative to the current business model dominated by Big Tech platforms. It would be built
on a division of funcbns and the development of common European data spaces as
collaborative ecosystems in which data would be usable by a broader range of organisations
(public and private) based on a collective governance of data sh@ihage data spaces will
constitute tle core tissue of an interconnected and competitive data economy in the EU.

2.2.  What are the problem drivers?

2.2.1. Low trust in data sharing

Based on the views expressed in the series of stakeholder consultations organised by the
European Commission on data sharing, companies do not necessarily trust that, if they share
data, the reuser will use it in line with the contractual agreement. Borpde they fear that their

data could be made available to third parties.

As shown in a 2017 Commission consultation, 20% of companies do not engage in data sharing
because of this fedr Some companies fear that they might lose their competitive adeantag
within their market or in prospective markets if they engage in data sharing. The OECD also
reports that this is one of the major concerns for both organisations and individuals with regard
to datasharing constellatiod§ Furthermore, in the 2020 contailon, several companies
highlighted the difficulty they face when trying to access datasets of other companies, which may
be reluctant to share data due to this“fe&tor example, one insurance company explained that:
6Compani es ar e ateesincedttisatmetfundaroentad basis @& thalr competitive
advantage. Therefore, it is critical to introduce appropriate safeguards to develop a trusted
environment . 8 Some emerging technologies can
This canimprove trust, but the use of these technologies in more open ecosystems is not yet
widespreadf.

The lack of trust leads to high transaction costs, related to finding a suitabkhdedtey partner;
negotiating, drafting and monitoring the contract, ateleloping interoperability solutions for
transferring, transforming and cleaning the ¢fatahis has been highlighted by stakeholders
(especially SMEs) since 20¥7 The OECD confirms that these high transaction costs might
heavily affect those in a weakgosition, notably individuals (consumers) and SKMEs

j;EuropeanCommission(201'5.ynopsi s report consultation on the Obui
Idem.

3 European Commission (2020i§)utcome of the online consultation on the European strategy for data

4 E.g. the Connector Architecture of the International Data Spaces Assocjait of the GaiX initiative.

> Deloitte (2018) Realising the economic potential of machigenerated, nompersonal data in the EUReport for

Vodafone Group.

4% European Commission (201 8ynopsise port consul tation on the 6building

4" OECD (2019) Enhancing Access to and Sharing of Data: Reconciling Risk®andfits for Data Reise across

SocietiesOECD Publishing, Paris.
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Bringing the offer and demand for data together in new market places isragprgite to

solving the problem. These new market places are, however, at risk of not being able to scale up
sufficiently due to the lack of sufficient trust in them. It is clear that this can happen only upon
the condition of a sufficient level of trust in intermediaries for market actors tinfuywithout

this, it is unlikely that they will be able to scale up.

Both exiging companies and staups propose data marketplaces, platforms or trusts and
personal data intermediaries as a means to improve findability of relevant data, lower the costs of
transacting in data and propose exploitation of shared restlifEeese dat intermediaries can
reduce transaction costs, for example by proposing standardised clauses -#hadata
contracts, providing a platform for data sharing, offering solutions for data interoperability, and
helping data holders who may not have the resmgsskills to ensure compliance with data
protection law’. These facilitators generally aim to remain neutral in the data exchange that they
accommodate, meaning that they do not accumulate data or monetise on the data eXchanged

Personal data intermedi@s are a specific category of data intermediaries. They seek to
empower individuals to exercise their rights under data protection law and manage their own
personal dafd. Already in 2016, the EDPS highlighted the potential of these soltticHse
20200nline consultation showed that close to 80% of the 201 citizens responding consider that
0it should be made easier for individuals to
with the GDPROG. I n the same gthisocoyd be dchiegedt i z e
through practical solutions that allow individuals to exercise control, such as mobile and online
dashboards or apps

2.2.2. Issues related to the reuse of public sector data and collecting data for the common good

Data sharing ishampered by an absence of appropriate structures and processes, notably to
facilitate data altruism and the reuse of publicly held data that is subject to the rights of others.

a) Limited data-handling capacity and reuse culture in the public sector

“8|dem; Joint Research Centiysinessgo-business data sharing: An economic and legal analg6ig0.

49 COM/2017/09 final SWD/2017/02 fingl the importance of data sharing platforms or institutions is discussed in

the French, UK and German data or Al strategés: | | ani , Donner un sens ° I 6i n
Hall/Pensenti, Growing the artificial intelligence strategy in the UK, 2017, Report German Datenethikkommission,
2019; and in the following reports: OECD (2018hhancing Access to and Sharing of Data: Reconciling Risks and
Benefits for Data Rese across Societie®pen Data Institute, Designing trustworthy data institutions, 2020.

%0 Joint Research éhtre Businesgo-business data sharing: An economic and legal analg6ia0.

*1 This will avoid the problem of platformisation that profits from network effects and economies of scope. There is
a risk that these neutral entrants may realise that iddmihecessary to leave their neutral position and monetise on
the data exchanged through their service by offering added value services in other markets. This would lead to
problems of data aggregation analysed in consumer platforms discussions. S#RQGIE020);COM/2020/66

final.

*2 European Commission (20163n emerging offer of "personal information management servic€sitrent state

of service offers and challengestrl+Shift (2014).Personal Information Management Services: An analysis of an
emerging market

3 European Data Protection Supervisor (208DPS Opinion on Personal Information Management Systems
Opinion 9/2016.

** European Commission (2020i)utcome of the onlineonsultation on the European strategy for data
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https://ec.europa.eu/digital-single-market/news-redirect/683573

The GDPRhas increased awareness on personal data protection in companies, data subjects, the
public sector and academia afikeWhile this is a very positive development, the increased
awareness is not always matched by a high level of expertise in the puldicosettie rules and
exceptions. The consultation supporting the review of the Public Sector Information Directive
showed that public sector bodies had difficulties in managing risks related to the reuse of data
subject to the rights of others, especialfygonal datf. In addition, public sector bodies have
signalled’ that dealing with requests to reuse this specific category of data represents a major
issue for them, as they lack the technical and legal capacity to process these requests.

The potential vime of this type of data held by the public sector (such as health data of micro
statistics) is often high for machine learning and research. The challenge is to find ways to make

it possible to extract knowledge from the data, while fully preserving gyiga other rights that

may be attached to the data. Technical mechanisms exist that allow controlled processing of data

t hat i's subject to the rights of ot hers (0s
France, Finland and Germany) have estabtispecific bodies underpinned by legislation that

offer such technical mechanisms, creating secure and prard@ncing conditions for the reuse

of such data.

IN2018,theCent re dodacc s s ®Centre foss@uraaccessdoalata) \@88 S
estalished by the French government and the National School for Statistics and |other
partners to allow the secure processing of statistical ndiata. Finnish legislation recently
established thelata permit authority Findata®® with the aim of providing resesners

with a onestop-shop service for receiving a permit to process data from a range of public

registers for health and social protection. Similarly, the German government has adopted
legislation that will enable research on the basis of medical reietherg data. In
Germany 38-orschungsdatenzentren(secure data research infrastructures) have been set

up in order to facilitate access to sensitive data for researchers and more are|being
established.

In spite of these initiatives, the overall capacityredf public sector across the EU to handle these
types of requests remains low, since public sector bodies are often not equipped to make the data
available for use in a way that is compliant with data protection rules. At the same time, offers to
public setor bodies (cities, hospitals) from large companies to collaborate on projects involving
data can lead to situations in which the company gets de facto an exclusive access t@the data

°® COM/2020/264 final

*® European Commission (2018&ynopsis report of the public consultation on the revision of the Directive on the
reuse of public sector information

>"ldem

“Centre doéacc s websitari s® aux donn®es

* FINDATA website

6 European Commission (2018d5tudy to support the review of Directi2€03/98/EC on the rase of public
sector informationstudy prepared by Deloitte.
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b) Lack of means to manage consesifased sharing of personal data ascale

Individuals are increasingly willing to share their personal data for the common good and
researcfi. This is confirmed by a 2017 public consultation that gathered more #@hreplies,

in which 81% of r esponde n tata coblebe beaefi@abto itngroae 06 s |
treatment, diagnosis and prf meadditdn,oim theo2019 di s e
Eurobarometé&F, six in ten respondents indicated that they would be willing to securely share
some of their personal informationitaprove public services.

Pilot initiatives for individuals to give access%bttheir data for altruistic reasons do exist. They
remain, however, limited in scale. One example is a cHilteren model of collaborative
governance and management of hedkia calledSalus Coofy. Other examples are the pilot
projects in La Rochelle, Nantes and Lyon. Nantes has used data made available by citizens to
develop an energy transition scheme for the city. La Rochelle intends to improve mobility
services and publitansport through insights gained from such data. Lyon aims to help socially
excluded families and to simplify the life of citizens who do not speak Ft&nEhuring the
COVID-19 crisis, the GermaRobert Koch Institudeveloped theCorona Datenspendapp,

allowing individuals to provide their fithess tracker and smart watch data to help determine
patterns of the spread of the vitlisSuch opportunities were already identified in the Villani
Report® ~which recognised the poet datatcorgributedolfy 6 c i
individuals for the benefit of public services or research.

Despite these efforts, researchers, innovators and public sector organisations lack the means to
collect personal data at scale, based on the consent of the data sufglciving the exercise

of their right to data portability provided by the GDPR. This is confirmed by the 2020 public
consultation, which showed that almost 70% of participating citizens considered there are not
enough mechanisms to give their consentht processing of their data or they simply do not
know about them (18.4%). Therefore, personal data sharing for the common good remains
underdeveloped and it is difficult to establish sufficiently large data Pools

There are currently no clear rules gmdcesses in place in a large majority of the Member States
that address the issue of data altruism. For health data, only Denmark has already put in place a

®1 Recital 33 of theGDPR Halvorson G. C., Permanente K. aNdvelli W. D. (2014).Data altruism: honouring
patientsd expect at i,tnstimte df Medicime CantmenmtanypWashingtan,aDC.n i n g

%2 European Commission (2018I8ynopsis report of the public consultation on Digital transformation of health and
care in the contexdf the Digital Single Market

% European Commission (2019@pecial Eurobarometer 503: Attitudes towards the impact of digitalisation on
daily lives

“The noti amndf shdbadat be used with care as it may sugg
longer be withdrawn, which would be counter to Article TG)PR

% SalusCoopvebsite

®CNIL(2017)La pl at ef or GAHIERIRME vi l | e

67 CoronaDatenspendeebsite

% Villani, C., (2018).For a meaningful artificial intelligence: towards a French and European stratBgport
from aparliamentary mission from 8 September 2017 to 8 March 2018.

%9 BBVA (2019)The case for a regulation on data sharingusers to increase European competitiven&ssicy
Paper sent to DG CNECT.
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data altruism mechanism and Germany plans to roll it out in 2023, while 15 EU Member States
are \iewing the idea favourabf§.

A key barrier is that there are currently no mechanisms to examine and attest whether the
organisations behind such schemes are trustworthy and actually use the data for the proclaimed
altruistic purpos€s.

2.2.3 Technical obtacles to data reuse

a) Interoperability problems for data use across sectors

The 2019 workshops on common European data sffdughlighted a series of issues regarding
standardisation within the different sectors. For instance, in industrial and agricultural settings,
data and service providers have selected architectures, ways to describe the data and data formats
for their plaforms, which make it difficult to exchange data.

This problem is even stronger at the crssstoral level. The value of data is often derived from
combining datasets from diverse sources, possibly coming from different sectors. A 2018 study
by Deloitte emated that, depending on the sector, between 24% and 36% of the benefits of data
sharing will come from sharingetweenthe sectorS. Standards are an important tool for this to
happen, both from a technical and legal point of view. However, commordptadcstandards

are failing to emerge in domains where stakeholders have conflicting interests.

The OECD states that o6one of the most freque
lack of common standards, or the proliferation of incompasiblea n d*arhiglisconfirmed by

the 2020 public consultation, where 91.5% of the respondents agreed that standardisation is
necessary to improve interoperability and ultimately data reuse across sectors. Some 91.1% of
respondents agreed that future staddsation activities need to better address the use of data
across sectors of the economy or domains of sdgiety

b) Limited findability of data that is fit for a given purpose and the related
uncertainty about data guality

Companies often struggle to find @btain the data that they need. In the public online
consultation on the Data Strategy, almost 80% of companies reported problems in data access.
When asked about the nature of such difficulties, 43.5% of those companies signalled the
6i mpossiimidl idtay at @ff t he rel evant ““thuhe tourseyd ( mu

O EU Health Consortium (2020hssessment of the EU Member Statesd rul
GDPR

" European Commission (2020%upport Study to this Impact Assessm@MART 2019/0024, prepared by
Deloitte.

2 European Commission (2019t®eports of the workshops on common European data spaces

3 Deloitte (2018)Realising the economic potential of machgenerated, nompersonal data in the EUReport for
Vodafone Group.

" OECD (2019) Enhancing Access to and Sharing of Data: Reconciling Risks and Benefits for Dase Beross
Societies

> European Commission (2020i6)utcomeof the online consultation on the European strategy for.data

8 European Commission (2020iQutcome of the online consultation on the European strategy for data
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targeted consultation activities undertaken in 2Q1§takeholders confirmed that findability of

data is one of the main barriers to trading data. For example, stakeholtesemvironmental

field stated that, while there is no shortage of environmental data, these data are not easily
findable, comparable and accessible, that there is a need for harmonised standards and work on
data quality, and that these issues could lresded through the common data spic@he
measurable cost of not having research data compliant with standards developed by the FAIR
initiative (aiming to make research data findable, accessible, interoperable and réligble)
estimated at EURO.2 bilion per year in Europ&

Next to findability or discovery of existing data, information about the quality of data is key. It
allows the reuser to assess whether certain data is fit for the given purpose. This is especially
important for big data analyti@nd Al, including machine learning, to avoid bias in the results.

A low level of data quality can have particularly severe consequences in certain sensitive
domains, such as health or critical infrastructtire 2018 study on data sharing between
companes in Europe on behalf of the Commission confirmed the importance of data quality:
73% of the 129 companies surveyed indicated that poor or insufficient data quality hampers data
sharind® In the 2020 online consultation, stakeholders also signalled tbidepf®. As an

exampl e, t he Netherlands Vehicle Authority
ensure the reuse of a dataset is availability in general, quality of data, quality edateta
findability, actuality and accuracy. 0

2.3.  How will the problem evolve?

According to the OECD, with the increasing use of Al and the Internet of Things (loT) the
supply of, and demand for, data will increase even in traditionally lessndetsive fields, and

this to a level that very few organisations wi# hble to meet alofit Therefore, even in the
absence of EU action, the use of data and data sharing are expected to grow, but would encounter
the following limitations:

l1.Consolidation of: wiut kmeasuresato bvercomé thepgenaralissy

trust and uncertainty related to data sharing, the high transaction costs (see 2.2.1) are unlikely to
change. Big Tech platforms already enjoy a high degree of market power in several digital
markets. In the absence of measures, including thistingjahey could enter the dasharing

market and offer services as data intermedi&rigithout substantial competitionan evolution

;; European Commission (2019IReports of the workshops on common European data spaces
Idem.
" FORCEL11 (2020)The FAIR data principles
8 pwC (2018)Cost of not having FAIR research dagtudy prepared for DG RTD.
8 That applies also for public procurement, which ensures the functioning of mangl gritblic services such as
health, education, construction, mobility, security, defence, emergency response, etc.
8 Everis (2018)Sudy on data sharing between companies in Eur&pedy prepared for DG CNECT.
8 European Commission (2020i@utcome of the online consultation on the European strategy far da
% OECD (2019)Enhancing Access to and Sharing of Data: Reconciling Risks and Benefits for Dasa Beross
Societies
% Tombal T. (2020)Economic Dependence and Data Accéstrnational Review of Intellectual Property and
Competition Law, Vol. 51.
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